
Chapter 09  

IP Services and Management 



Outlines 

 Dynamic Host Configuration Protocol (DHCP) 

 Access Control Lists (ACL) 

 Network Address Translation (NAT) 

  Routers Password recovery 



Dynamic Host Configuration 
Protocol (DHCP) 



BOOTP vs DHCP 



DHCP operation 



DHCP operation 



DHCP operation 



DHCP configuration 



DHCP configuration 



DHCP configuration 
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Access Control Lists (ACL)  



What is the packet filter? 



What is the packet filter? 

 

 



What is an Access Control List (ACL)? 

 

 



What is an Access Control List (ACL)? 



What is an Access Control List (ACL)? 

 Inbound ACL flow chart 

 

 



What is an Access Control List (ACL)? 



Wild Card Mask (WCM) 



Types of the Access Control List (ACL) 



Where to place ACL ? 

 Standard ACL is placed as close the destination as 
possible. 

 Extended ACL is placed as close the source as 
possible. 



Access Control List configuration 

 Firstly : from global configuration mode write you ACL 
sentences  

 Secondly : apply the ACL under the interface in the 
appropriate direction 



Configure Standard ACLs 



Configure Extended ACLs 



Extended ACL example 



Extended ACL example 



Network Address Translation (NAT) 



Network Address Translation 



Network Address Translation 



NAT benefits & drawbacks 



NAT configuration 



NAT overload 



NAT overload 
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NAT overload 



Routers Password recovery 



Password recovery 



Password recovery exact steps for routers 
1. Connect your console to the router ( password recovery can’t be done using 

telnet, it must be done using console connection) 

2. Turnoff the router then turn it on again 

3. During 60 seconds of router startup  press “control + break” buttons 

4. You will enter the rommon mode 

5. Change the configuration register to 0x2142 using this command : 

1. Confreg 0x2142 

2. Reset 

6. After the router startup again, you will find that there is no configuration on it and 
you can access it easily without any passwords. 

7. From privilege mode copy the startup config to running config 

1. Router# copy start run 

2. Router# conf t 

3. Router(config)# configuration-register 0x2102 

4. Router(config)# enable secret new_pass 

5. Router(config)# Exit 

6. Router# Copy run start 


