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IP Services and Management
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= Dynamic Host Configuration Protocol (DHCP)

= Access Control Lists (ACL)

= Network Address Translation (NAT)

= Routers Password recovery



Dynamic Host Configuration

Protocol (DHCP)




BOOTP vs DHCP

BOOTP and DHCF

= g

DHCP Server Client

DHCP

Slatic mappings Dynamic mappings

Permanent assignment Lease

Only supports four configuration parameters Supports over 20 configuration parameters




DHCP operation

DHCP Operation

DHCP Server

- DHCPDISCOVER Broadcast

Client

<

Unicast DHCPOFFER -

<

- DHCPREQUEST Broadcast

"I have looked your offer over and | like it."

&>

Unicast DHCPACK >

=

"We are good to go! Here is your configuration.”

IF addreza:
subnet mask:

Default gateway: 192.1&5.10.1

OHNE Sarvars:
Leasse Time!:

1%2.1668.10.15

255 2085 2850

3 dawvs




DHCP operation

DHCP Discover and Offer

i
Client A Sarveaer
1P: 77 192.168.1.254/24
Etharmel Frame = UDP DHCPDISCOVER
SREC MaC: hac A IPFSRC: 7 UDF | ClaDDR: 7 GlaADDR: 7
DST MAC: FF:FF:FF:FF:FF:FF | IP DST: 255 255 258 255 | 67 | Mask:? CHADDR: M&aC 4

PAAC: Media Access Control Addrass
ClADDR: Cliant IP Address
SlADDR: Gaeteway IP Address
CHADDR: Client Hardware Address

The DHCF Client sends a directed |P broadcast, with a DHCF discover packet. In the simplaest case,
there = a DHCP sarver on the same segment, which will pick up this request. The server notas the
SlaDDR field is blank, so the client is on the same segment. The server also noles the hardwarae
address of the client in the reguest packet.

DHCF Discowver ODHCP Offer



DHCP operation

How Does DHCP Work™?

e
Client A Server
IP: 27 192.168.1.254/24
Etharmel Frame P uDpP DHCPF Raply
SRC MAC: MAC Serv | IP SRC: 192.165.1.254 | UDP | ClaDDR: 192.168.1.10 GIADDR: ?
OST MAC: MAC A IP DST: 192.168.1.10 68 | Mask: 255.2565.255.0 CHADDR: MaC &

MAC: Media Access Control Address
ClADDR: Client IP Address
GlADDR: Gateway IP Address
CHADDR: Client Hardware Address

The DHTCP server picks an |IF address from the available pool for that segment, as well as the ofher
segment and global paramelaers. It pults them into the approprate fields of the DHCP packet. 11 then
uUsas the hardware address of A {in CHADDR) o construct an appropriate frame to send back 1o the

clienit.
DHCP Discover DHCF Offer



DHCP configuration

Configuring DHCP Step 1: Excluding IP Addresses

El (config) #ip dhop excluoded-addreass low-address [high-address]

El (config) #ip dhop excluoded-address 1592.168.10.1 152.168.10.9
El (config) #ip dhop excluded-address 192.168.10.254




DHCP configuration

Configuring DHCP Step 2: Configuring a DHCP Pool

El (config) #ip dhop pool poal-name

El {config) #ip dhop pool LAN-POOL-1
El idhop—config) §




DHCP configuration

Configuring DHCP Step 3: Specific Tasks

Feguired Tasks Cammand

Define the address pool netwark network-number fmask | Jprefix-length]
Define the: default router oF default-router address [addressZ2...saddressh]
clatewEy

Define a DMNE serser. dis—server adaress [addresss. . . addressE)

Define the domain name doemain-name domain

Define the duration of the DHCP lease { days (hours] [minutes) infinlite]

lease

Define tha NetBIOS WINS servar nethics—nama-sarvar address [addressd. . .addressg]




DHCP configuration

DHCP Configuration Example

El (config) # ip dhop excluded-address 192.168.10.1 192.168.10.9
El (config) # ip dhop excluded-address 192.168.10. 254

El (config) # ip dhop pool LAN-POOL-1

El (dhop—contig) 4 network 192.168.10.0 255.255.255.0

El (dhop-coniig) 4 default-router 192.168.10.1

El (dhop—config) # domain-name span.com

El idhop—configi 4 end




Access Control Lists (ACL)




What is the packet filter?

Does this packet
pass the test?

ki

Packet Filtering
03l Mode|

Application

Presentation

Session

il

Transport

A DataLink

l Physical I I

v |

Does this packet
pass the test?
r

Packet Filtering
08! Model

| Application |
l Prasantation I
l Session I

| Transport I




What is the packet filter?

Packet Filtering Example

Frame Header Data Segment Data
(For example HLDC) (TCP Header)

Network A

Network B




What is an Access Control List (ACL)?

What Is an ACL?

Allow E-mail
Deny Telnet
7 Internet

No video to S1
No access to
S2 for S1

HR access

ACL

HR Subnet

172.17.0.0/20

What Is an ACL? ACLs on a Router



What is an Access Control List (ACL)?

ACL Traffic Filtering on a Router

= I~
h
P e g IPX
AppleTalk AppleTalk

One list per interface, per direction, and per protocol

With two interfaces and three protocols runnming, this router could have a total of 12
separate ACLs applied.

The three Pz for using ACLs

You can only have o ACL per protocol, per interface, and per direction:
= One ACL per protood (e.g.. P or IPX)
= e ACL par interface (e.g., FastEthemeat0 )
= e ACL par direction (e, 1IN or OLIT)

What Is an ACL? ACLs on a Router



What is an Access Control List (ACL)?

= [Inbound ACL flow chart
How ACLs Work

Packets to interfaces in
the access group

Yes

Yes

Permit

(to destination interface)
>

Yes

Packet
Discard
Bucket



What is an Access Control List (ACL)?

Outbound ACL Example

Inbaund . IE_"

Interface

Packets Statements Outbound

Interfacea
ﬁ.
Yes
Ma

+ Discard Packet

'- Motify Sender

Packet
Discard
Bucket




Wild Card Mask (WCM)

Wildcard Mask Example

— Decimal Address Binary Address

IP address to be processed 192.168.10.0
Wildcard mask 0.0.255.255
Resulting IP address 192.168.0.0

Wildcard Mask Calculation - 1

255.255.255.255
- 255.255.255.000
000.000.000.255

11000000.10101000.00001010.00000000
00000000.00000000.11111111. 11111111
11000000.10101000.00000000.00000000

Wildcard Mask Calculation - 2

255.255.255.255
- 255.255.255.240
000.000.000.015




Types of the Access Control List (ACL)

Types of Cisco ACLs

Slandard ACLs filter IP packels based on the source address only.

access-list 10 permit 192.168.30.0 0.0.0.255

Extended ACLs filler IP packels based on several aliributes, including the following:
«  Source and destination IP addresses
«  Source and destination TCP and UDP porls
«  Protocol type (IP, ICMP, UDP, TCP, or protocol number)

aceess-1ist 103 permit tep 192 .168.30.0 0.0.0.255 any eq BO




Where to place ACL ?

= Standard ACL is placed as close the destination as
possible.

= Extended ACL is placed as close the source as
possible.



Access Control List configuration

= Firstly : from global configuration mode write you ACL
sentences

= Secondly : apply the ACL under the interface in the
appropriate direction



Configure Standard ACLs

Standard ACL to Permit My Network Only

S0/0/0
10.1.1.1/30

Fa0/0
192.168.10.1/24 192.168.11.1/24

192.168.10.0/24 192.168.11.0/24

Fa0/1 Fa0/1

192.168.10.2/24 92.168.11.2/24

192.168.10.10/24 192.168.11.10/24

Rl (config)# access-list 1 permit 192.168.10.0 0.0.0.255
Rl (config) # interface S0/0/0
Rl (config-if)# ip access-group 1 out




Configure Extended ACLs

Entering Criteria Statements

Fa0/0
192.168.10.1/24 192.168.11.1/24

192.168.10.10/24 192.168.11.10/24

ACL 101

access-list 101 permit ip 192.168.10.0 0.0.0.255 192.168.30.0 0.0.0.255 |

ACL 102

access-list 102 permit ip 192.168.10.0 0.0.0.255 192.168.30.0 0.0.0.255
access-list 102 deny ip any any




Extended ACL example

Extended ACL Examples

Using port numbers

acce=ss-11=t 114 permit tcp 192.168.20.0 0.0.0.25%5 any eq 23
access-1ist 114 permit tcp 192.168.20.0 0.0.0. 255 any eq 21

Using keywords

acce=ss-11=t 114 permit tcp 192.168.20.0 0.0.0.25%5 any eq telnet
access-1ist 114 permit tcp 192.168.20.0 0.0.0. 255 any eq ftp




Extended ACL example

Extended ACL to Deny Only Telnet from Subnet

Falil

192.168.10.1 /24 192.168.11.1/24

El (config) #faccess-liast 101 demy tcp 192.168.11.0 0.0.0.255 any eg 23
El iconfig) faccess-liat 101 permit ip any any

El (config) # interface Fal/0
El (config-if) $#ip accese-group 101 out







Network Address Translation

Public and Private Internet Addresses

Public Internet addresses are regulated by five Regional Internet
Reglstrles (RIRs):
ARIN
+ RIPE
* APNIC
+ LACNIC
« AfriNIC

Private Internet addresses are defined in RFC 1918:

RFC 1918 Internal Address Range CIDR Prefix

10.0.0.0 - 10.255.255.255 10.0.0.0/8
B 172.16.0.0 - 172.31.255.255 172.16.0.0/12
C 192.168.0.0 - 192.168.255.255 192.168.0.0/16




Network Address Translation

NAT Translates Private Addresses to Public Addresses

NAT enabled border router
Ay S0/1/0  209.165.200.224 /27

09.165.200.225 /27 :% )

Public Address Space

Corporate Stub Network: Only one
exit to the outside

“J
S0/0/0
Private Address Space 10.1.1.2/30

S0/0/1
10.2.2.1 /30
S0/0/0 S0/0/1
10.2.2.2 /30

192.168.10.1 /24 192.168.11.1 /24
192.168.10.0 /124 192.168.11.0 /24 192.168.30.1 /24
Fa0/1

192.168.30.0 /24

192.168.11.2 /24 192.168.30.2 /24

192.168.10.10 /24 192.168.11.10 /24 192.168.30.10 /24




NAT benefits & drawbacks

NAT Benefits and Drawbacks

NAT Benefits
« Conserves the legally registered addressing scheme
* Increases the flexibility of connections to the public network
« Provides consistency for internal network addressing schemes.
* Provides network security

NAT Drawbacks
« Performance is degraded
« End-to-end functionality is degraded
+« End-to-end IP traceability is lost
« Tunneling is more complicated
« Initiating TCP connections can be disrupted
« Architectures need to be rebuilt to accommodate changes




NAT configuration

[ NaT

[ stétic J[ dynémic \

[ Interface }[ Pbo\ \\




NAT overload

MAT Overload
Inside
Qutside
192.168.10.10 EA 209.185.201.1
1492, 168.10.10: 1555
SA Internet
192 168.10,11:1331 -
r 209.165.202.129
192.168.10.11
NAT Table with Overoad
Inside Local IP Address Inside Global IP Address Outside Global IP Address Outside Local IP Address
192.168.10.10:1555 209,165.200.226:1555 209.165.201.1:80 209.165.201.1:80

192.168.10.11:1331 209,165.200.226:1331 209.165.202.129:80 209.165.202.120:80




NAT overload

NAT Overload

Inside

192.168.10.10
SA

g 192/168.10.11:1444

182.168.10.11

QOutside

Internet

=

192.168.10.12




NAT overload

Inside

192.168.10.10

NAT Overload

192.163.10.11

192.168.10.12

Inside Local P Address
192 168.10.11:1444

Qutside

Internet

Inside Global IP Address
209.165.200.226:1444




NAT overload

Inside

MNAT Overload

192.168.10.10

Qutside

Internet

182.168.10. 11

192.168.10.12

Inside Local IP Address Inside Global |P Address
192.166.10.11:1444 209.165.200.226:1444




NAT overload

Inside

192.168.10.10

MAT Overload

192.163.10.11

192.168.10.12

Inside Local IP Address

192.168.10.11:1444
192 16B.10.12:1444

Qutside

Internet

Inside Global |IF Address

209.165.200.226:1444
209.165.200.226:1445




NAT overload

NAT Overload Configuration Example

192.168.10.10 Inside\\ $0/0/0

Networy 10.1.1.2

S0/1/0

209.165.200.225

192.168.11.11

Internet

access-list 1 permit 192.168.0.0 0.0.255.255

ip nat inside source list 1 interface serial 0/1/0 overload
interface serial 0/0/0

ip nat inside
interface serial 0/1/0
ip nat outside




Routers Password recovery




Password recovery

Router Password Recovery Procedure

Console connection

\ | 1) Administrator sets console connection
parameters.

2) Records configuration register value.

3) Powers the router off and then on.

E ~ 4) Presses “Break” on terminal within 60

SR At il sclie seconds of power up to put router in
ROMmMmon.

Prepare R1 for password recovery by booting it up in ROMmon mode.




Password recovery exact steps for routers

1. Connect your console to the router ( password recovery can’t be done using
telnet, it must be done using console connection)

Turnoff the router then turn it on again
During 60 seconds of router startup - press “control + break” buttons

You will enter the rommon mode

a K~ W N

Change the configuration register to 0x2142 using this command :
1. Confreg 0x2142
2. Reset

6.  After the router startup again, you will find that there is no configuration on it and
you can access it easily without any passwords.

7. From privilege mode copy the startup config to running config
Router# copy start run

Router# conf t

Router(config)# configuration-register 0x2102
Router(config)# enable secret new_pass

Router(config)# Exit

o 0k Wb e

Router# Copy run start



